eResources Authentication Guide
This guide is to advise University of Birmingham users of the best method to access eJournals, eResources and eBooks from a variety of sources both on and off campus.
	eLibrary
We recommend using eLibrary to gain access to the wide variety of content that the University of Birmingham library subscribes to. By logging into eLibrary, you will be authenticated automatically for all electronic content.  This is by far the easiest way to access this electronic content. 



Authentication

Access to university subscribed content is only available to university staff and students. Therefore content providers require that access is only possible via secure authentication. eLibrary automatically authenticates users at the log in stage. However, for users specifically needing to link directly to resources here is some information to assist you in authenticating.

IP – University of Birmingham has an IP range that encompasses all of the campus areas. If you are on campus, you will be able to access all IP authenticated content. To ensure you know what content you have access to, we recommend going via eLibrary. In 2009 we implemented a new proxy system to enable seamless e-access off campus too. This system, called EZProxy will automatically be activated when you log into eLibrary. If you choose not to use eLibrary, please refer to instructions below on enable the Proxy service.
Shibboleth – This is a secure authentication software whereby the service provider requires the user to identify themselves through their institution. A link is sent to the institutions single sign on system which identifies the user as a member of that institution.

If you have logged in through eLibrary, you will already be authenticated for Shibboleth and will not need to log in again. If you are accessing content outside of eLibrary, you will be prompted to identify yourself via an ‘Institutional Login’ or ‘Shibboleth Login’ button. Click this button and select University of Birmingham from the drop down list which will link to our University Single Sign On log in page. At this point you can enter your institutional login.
Athens – University of Birmingham no longer subscribes to this form of authentication. Clicking on an ‘Athens’ button on a resource website will no longer work. All Athens resources have been moved to IP and/or Shibboleth for university access. We also have a few subscriptions set up via individual username and password.

Direct linking

We appreciate that on occasion some users, particularly academic researchers, want to link directly to articles without going through eLibrary. Some examples of this are: 
· Email journal Table of  Contents alerts – if you are linking directly to articles from an email TOC alert you will not be authenticated to access that journal

· Linking directly from an EndNote and Reference Manager record
Reference Software users may enter the URLs or DOIs to link to articles within a bibliographic record on their Library or database. As this bypasses the eLibrary the user will not be authenticated to access the article. 
· Embedding links in web pages or WebCT – You may want to embed links to journal articles or any of our electronic resources in a web page or within WebCT.  Full instructions on how to create these links can be found at: http://elibrary.bham.ac.uk/embedding.shtml 
The best way to ensure access on or off campus from either of these routes is to use our University Proxy service settings.

Setting up your web browser on the University Proxy service
Off campus users who choose not to access a resource via eLibrary can configure their web browser in order to access electronic resources from off campus. If you have a query about setting it up please contact the IT Services Computing Helpdesk (www.itservicedesk.bham.ac.uk). However, generally, off campus access to e-resources and e-journals happens automatically via the eLibrary sign-in and no longer requires the browser settings to be switched on.
